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Introduction 


"All people, regardless of origin, age, background, 
or views, possess aright to privacy and 
confidentiality in their library use. 


Libraries should advocate for, educate about, and 
protect people's privacy." 


THE LIBRARY BILL OF RIGHTS, ARTICLE VII 


From the American Library Association (ALA) 


Libraries and Privacy 


“Privacy...is a multi-dimensional concept with fluid and 
often ill-defined, contested and negotiated borders, 
depending on the context and the culture.” 


- from “On Privacy” (2006) by Gary T. Marx (in Progressive Librarian, Issue 27, pg. 2a) 


Libraries and Privacy 


So, what exactly do we jn the 
library profession mean when we 


” ; Te, 
Say privacy : 


Libraries and Privacy 


“Privacy Lis] the right to 
read, consider, and 
develop ideas and beliefs 
free from observation or 
unwanted surveillance by 
the government or 
others.” 


- from “Privacy” (2008) by the American Library 
Association (ALA) 


CC 4.0 / Asturio Cantabrio 


Privacy Policy P.1 of 7 
Revision Date: June 2022 Policy Type: Administration 
Approval Level: CEO Distribution: All Employees 


Review Schedule: _ 5 Years (or as required) 


1. PURPOSE 


This Policy ensures that Markham Public Library (the “Library”, or “MPL") protects the personal 
information and privacy of its Library members, and that the Library Board complies with the 
Municipal Freedom of Information and Protection of Privacy Act, R.S.O. 1990, c. M56, known 
commonly as “MFIPPA”, as well as Canada’s Anti-Spam legislation. 


All Library customers have the right to privacy and confidentiality regarding their use of its services, 
collections and websites, and in terms of the collection of personal information by MPL. They also 

have the right of access to information about MPL operations and to their own personal information 
held by MPL in accordance with the access provisions of MFIPPA. 


2. DEFINITIONS 


Personal Information — Recorded information about an identifiable individual which is given 
voluntarily by library customers either in person, in writing or electronically. This Policy covers all 
three circumstances. 


Libraries and Privacy 


And why is this a core value 


of I’hrar/ansh ine 


Libraries and Privacy 


F Y ; 


INTELLECTUAL FREEDOM 


Libraries and Privacy 


“Libraries have a core responsibility to support, 
defend and promote the universal principles of 


intellectual freedom and privacy.” 


- from the “Statement on Intellectual Freedom and Libraries” (2016) by the 
Canadian Federation of Library Associations (CFLA-FCAB) 


Libraries and Privacy 


“Freedom of access to information and freedom of 
expression, as expressed in Article 19 of the Universal 
Declaration of Human Rights, are essential concepts 
for the library and information profession. Privacy is 


integral to ensuring these rights.” 


- from the “IFLA Statement on Privacy in the Library Environment” C2015) by the 
International Federation of Library Associations and Institutions (IFLA) 


Libraries and Privacy 


“When we lack privacy, 
we can’t have intellectual 
freedom, because we are 
less likely to read, write, 
and research freely when 
we fear that we're being 
watched.” 


- from Anonymity (2019) by Alison Macrina 
and Talya Cooper (ALA Neal-Schuman, pg. 2) 


Libraries and Privacy 


“Over the past century 
the profession has 
evolved visibly in its 
ability to respond to 
threats to privacy and 
assert its professional 
stance on patron 

a 
privacy. 
- from “The Evolution of Privacy within the 
American Library Association, 1906-2002” (2017) 


by Steve Witt (in Library Jrends, Issue 65, 
Number 4, pg. 640) 


‘WARNING. 


Under Section 215 of the federal 


USA PATRIOT Act 


(Public Law 107-56) 


records of books and other materials 
you borrow from this library may 
be obtained by federal agents. 


This law also prohibits librarians from 
informing you if federal agents have 
obtained records about you. 


i aeeaeeeeestiesieatinestnatieeineeentmestiieeentnetieteeneeeeteetientatetanentnetetemnntiaaneaaeat ie 
Questions about ths policy shoeld be directed to Attorney General 
John Ashcroft, Department of Justice, Washington, DC 20530 


From American Libraries 


Libraries and Privacy 


“Why then do privacy concerns seem to go out 
the window when it comes to the digital 
world? In their rush to keep up with 
technology, libraries have not been giving 
digital privacy issues their due attention.” 


- from “Are Libraries Doing Enough to Safeguard Their Patrons’ Digital Privacy?” (2014) by 
Michael Gressel (in 7Ae Seria/s Librarian, Volume 67, Issue 2, pg. 137) 


Data Privacy 


“[Data privacy relates] to personal data stored on computer 
systems or information gathered and analyzed, possibly 
without the user's knowledge, in order to learn more personal 
information. This personal information is often medical, 
financial, criminal, or business-related information but 
sometimes it involves information that seems innocuous but 
when analyzed with other datasets may reveal personal 


whereabouts, behaviors, or information.” 


- from “Foundations of Privacy in Libraries” (2017) by Michael Zimmer and Bonnie Tijerina Cin Protecting 
Patron Privacy: A LITA Guide, edited by Bobbi Newman and Bonnie Tijerina, Rowman & Littlefield, pe. 8) 


Data Privacy 


“The private companies that dominate the Internet collect huge 
amounts of data on users as part of their standard practice. 
The services we use for keeping up with friends, staying on 
top of the day's news, and for various modern conveniences 
like banking or shopping also track us elsewhere all over the 

Web, on our phones, and in the real-life spaces we inhabit. Big 
data is the business model, and there are few if any limits on 

how big these companies are able to get and how much 
information they're able to collect.” 


- from Anonymity (2019) by Alison Macrina and Talya Cooper (ALA Neal-Schuman, pe. 4) 


Data Privacy 


Google Will Keep Chrome 
Tracking Cookies—And 
You Will Still Be Tracked 


From forbes 


TikTok Sued by U.S. Justice 
Department for Allegedly 
‘Knowingly and Repeatedly’ 
Violating Child Data Privacy Law 


From Var/ety 


Meta agrees to pay Texas $1.4 billion in largest state 
data privacy settlement 
The alleged violations stem from a 2011 Facebook feature that automatically suggested 


tags with people’s names in photos. 


From Politico 


Musk’s X under scrutiny 
in Europe for data 
privacy practices 


From the Computerworld 


Data Privacy 


“Services like Facebook and Gmail are free because of 
the value they accrue from collecting your personal 
data. They resist anonymizing you because it costs 
them financially. An entire industry of data brokers 
exists to aggregate and sell profiles of individuals 
from bits of data gleaned from apps, location 
trackers, cookies, sales data, widgets, and so on.” 


- from Anonymity (2019) by Alison Macrina and Talya Cooper (ALA Neal-Schuman, pgs. 24-5) 


Data Privacy 


John Oliver on online data brokers: 
‘What they can buy is pretty troubling’ 
The Last Week Tonight host discussed the ‘sprawling, 


unregulated ecosystem’ that allows for companies to use 
personal data to target consumers 


© John Oliver: '| don't know about you, but | don't want a whole crowd of strangers watching 
what | search for on the internet. Not because it's gross, but because it's private. Photograph: 
YouTube 


From /7he Guardian 


Data Privacy 


MPL Book Club 


Get ready to read and connect 
with fellow book lovers in Markham. 


Data Privacy 


“The data collected by 
corporations is not simply sold 
to advertisers to make profits, 
remaining solely within the 
corporate domain, but, as 
LNSA whistleblower Edward] 
Snowden’s disclosures 
revealed, it is also accessed 
by the state.” 


- from “The Digital Divide in the Post-Snowden 
Era” (2016) by Ian Clark (in 7he Journa/ of 
Radica/ Librarianship, Volume 2, pg. Ss) 


TOP SECRET//S//ORCON//NOFQRN XO Hotmail Cc oogle — talk™. Youll 
OIETIE facebook “WWAHIOO! Sys AOL &> mail & 


csisunry PRISM Case Notations 


ee ) 
= —— 


Content __ aaa 
A: Stored Comms (Search) 
B: IM (chat) 
C: RTN-EDC (real-time notification of an e-mail event such as a login 


or sent message 
D: RTN-IM (real-time notification of a chat login or logout event) 
E: E-Mail 
F: VoIP 
G: Full (WebForum) 
H: OSN Messaging (photos, wallposts, activity, etc.) 
I: OSN Basic Subscriber Info 
J: Vit 
. (dot): Indicates multiple types 


TOP SECRET//SI/ORCON//NOFORN 


Data Privacy 


“Many domains of social life are being transfigured by 
new technologies of identification, monitoring, tracking, 
data analysis, and control. The lived experiences of 
people subjected to surveillance, however, can vary 
widely along lines of race, class, gender, sexual 


orientation, age, and nationality.” 


- from “Editorial: Surveillance and Inequality” (2008) by Torin Monahan Cin 
Surveillance & Society, Issue 5, Number 3, pg. 217) 


Data Privacy 


Canada Steps Up Surveillance of Indigenous Peoples To 
Push Fossil Fuel Pipelines Forward 


An international human rights body condemned Canada’s treatment of Indigenous communities opposing two 


major oil and gas pipelines. 


From DeSmog 


A Muslim former intelligence officer says systemic 
racism at CSIS is a threat to national security 


'I myself felt like I was being targeted at CSIS,' said Huda Mukbil 


From CBC News 


Clearview AI facial recognition worrisome for 
black, Indigenous, racialized groups, expert says 


Windsor police acknowledged their use of Clearview AI earlier this week 


From CBC News 


Canadian military intelligence monitored Black Lives Matter 
movement, claiming pandemic justified such actions 


A co-founder of Black Lives Matter in Canada says there is no reason for such scrutiny of the 
organization’s peaceful efforts to raise awareness about racial injustice. 


From Jhe Ottawa Citizen 


Data Privacy 


“People are seeking control 
over their information, as 
evidenced by the sweeping 
new privacy regulations 
[that went] into effect in 
the EU Lin 2018]. 
Consumers want to use 


services they trust.” 


- from "Big Brother is Watching You: The Ethical 
Role of Libraries and Big Data" (2018) by Erin 
Berman (for the American Library Association's 
Intellectual Freedom Blog) 


Data Privacy Week 


#DPW2024 


Take control of your data 


From the Office of the Privacy Commissioner of Canada 


Data Privacy 


“Getting good information about how to secure your 
privacy online can be challenging. ... Even people who 
Lare] fairly sophisticated about technology still [have] 
gaps in their knowledge. [his is not surprising, 
considering that the business model of many popular 
online services is, essentially, privacy violation, and 
they spend millions of dollars to obscure the fact that 
this is what they are doing.” 


- from “Practical Privacy: Helping People Make Realistic Privacy Choices for Their Real Lives” (2019) 
by Jessamyn West (in Zhe Journal of Intellectual Freedom & Privacy, Volume 4, Number |) 


How Do We Help: 


50, what can we do to better he/p 
customers protect their data privacy? 


How Do We Help? 


Easy-to-Use Privacy Solutions 


“Librarians who want to help patrons [protect their data 
privacy] can start with some easy-to-use privacy 
technologies.” 


- from Anonymity (2019) by Alison Macrina and Talya Cooper (ALA Neal-Schuman, pg. 42) 


“here are noncontroversial tools that could be used 
and advocated in public libraries...as a first step towards 
ensuring the intellectual privacy of library users. 


- from “The Digital Divide in the Post-Snowden Era” (2016) by Ian Clark (in 7he Journal of Radical 
Librarianship, Nolume 2. pgs. 19-20) 


Threat Modelling 


e Consumer Preports Security 


Planner 
https://securityplanner.consumerreports.org/ 


- “protect your privacy by answering a 
few simple questions to cut down on 
data collection, and prevent hackers 
from invading your devices” 


dee & Security Planner 


e The Electronic Frontier 
Foundation's Surveillance 
self-Defense 
https://ssd.eff.org/ 


- “tips, tools and how-tos for 
safer online communications” 


Mozilla Firefox 


ee mozilla. org/en- 


ttps: 
Vine ox/ 


h 
CA 
“privacy-focused browsing 
by default” ; 
a privacy-focused Firefox: 
alternative to Google 
Chrome, Microsoft Edge, 
Apple Safari, etc. 


already available on the 


public computers at MPL 


Tor Project 


https:// www.torproject.org/ 


built on Firefox 


“Tor protects you by bouncing your 
communications around a distributed 
network of relays run by volunteers 
worldwide: it prevents somebody 
watching your internet connection 
from learning what sites you visit 
and it prevents the sites you visit 


from learning your physical location.” 


Toronto Public Library offers the 


Tor Browser on public computers 


Western University’s FIMS Graduate 
Library established the first ever 
Tor node at a Canadian library in 


2016 


| WANT TO PROTECT 
MY PRIVACY WHEN 
| USE THE WEB! 


TOR BROWSER KEEPS 
YOUR BROWSING ON 
EACH WEBSITE 
SEPARATE TO 
PREVENT TRACKING 


TOR MAKES ALL OF ITS USERS 


LOOK THE SAME AND CONFUSES 


THE OBSERVER. 


REALIT Y-ENSORSHIP 


TOR BROWSER IS FREE SOFTWARE 
THAT HELPS PROTECT YOUR 
PRIVACY WHEN YOu VisiT WEBSITES. 


.. WHICH KEEPS YOUR 
DATA SAFE FROM 
CORPORATE OR 
GOVERNMENT 
SURVEILLANCE 


TOR PASSES YOUR 
CONNECTION 
THROUGH THREE 
SERVERS OPERATED 
By VOLUNTEERS 
AROUND THE WORLD. 


BY USING TOR YOURSELF, 


WITH TOR YOU CAN BYPASS CENSORSHIP. you CAN ALSO PROTECT 


ACTIVISTS, JOURNALISTS, 
AND BLOGGERS 


THIS LIBRARY HAS PARTNERED WITH 
,, LIBRARY FREEDOM PROJECT TO SUPPORT TOR! 
‘: Ite ASK A LIBRARIAN FOR MORE INFORMATION. 


libraryfreedomproject.org 


From the Library Freedom Project 


Duck DuckGo 


https://duckduckgo.com/ 


originally a search engine, now 
also a browser 

offers email protection and Al 
chat as well 

“uniquely comprehensive privacy 
protections” 

a privacy-focused alternative to 
Google, Yahoo, Bing, etc. 
search engine can be used on 
any browser, include all of those 
used at MPL - just visit the 
URL to perform a search 


Take back your privacy! 


Switch to the search engine that doesn't track you. 


Privacy Badger 


https:// privacybadger.org/ 


a browser extension created by the 
Electronic Frontier Foundation 


"[It] stops advertisers and other 
third-party trackers from secretly 
tracking where you go and what 
pages you look at on the web. If an 
advertiser seems to be tracking you 
across multiple websites without your 
permission, Privacy Badger 
automatically blocks that advertiser 


from loading any more content in 
your browser. To the advertiser, it’s 


like you suddenly disappeared.” 


can be added to almost any browser 


Proton 


https://proton.me/ 


originally an email provider, now a 
suite of other tools: Mail, Calendar, 


Drive, VPN, Pass, Wallet 


“Proton was started in 2014 by 
scientists who met at CERN and 
shared a vision of an Internet that 
puts people first and defends freedom. 
Our commitment to transparency, 
open-source software, and rigorous Merve Oo 
encryption has seen Proton become 
recommended by the United Nations 
and used by millions around the 
world.” 


| LE. Proton | Privacy by default —_ 


privacy-focused alternative to Google 


Workspace and Microsoft 365 


freemium model 


Vienal 


https://signal.org/ 


messaging app 

"State-of-the-art end-to-end 
encryption...keeps your 
conversations secure. We can't 
read your messages or listen to 
your calls, and no one else can 
either. Privacy isn’t an optional 
mode — it’s just the way that 
Signal works. Every message, 
every call, every time." 


privacy-focused alternative to 
WhatsApp, Messenger, iMessage, 


etc. 


requires a phone to use 


Additional Resources 


The Electronic Frontier Foundation 
https:// www.eff.org/ 


- “The Electronic Frontier Foundation is the 


leading nonprofit organization defending civil ELECTRONIC 
liberties in the digital ld. Fi ded i 
1990, EFF ce. ae. ee. foe FRONTIER 


expression, and innovation through impact FOUNDATION 


litigation, policy analysis, grassroots activism, 
and technology development. EFF's mission is 
to ensure that technology supports freedom, 
justice, and innovation for all people of the 
world.” 


The Library Freedom Project 
https://libraryfreedom.org/ 


- "We provide librarians and their 
communities with the skills necessary to turn 
ideals into action. Our community of LFP 
privacy advocates work collaboratively to 
drive policy, teach stakeholders, and enact 
change." 


Conclusion 


"All people, regardless of origin, age, background, 
or views, possess aright to privacy and 
confidentiality in their library use. 


Libraries should advocate for, educate about, and 
protect people's privacy." 


THE LIBRARY BILL OF RIGHTS, ARTICLE VII 


From the American Library Association (ALA) 


Thank You! 


